When Safety Depends on Security

System safety traditionally concen-
trates on identitying and mitigating
hazards that pose threats to systems’
integrity by becoming accidental
risks. Should system safety’s prin-
ciples be employed more broadly to
mitigate the effects of deliberate acts
designed to increase risks of death,
injury or destruction? We believe

that they should. Consider the fol-

lowing case:

“Hundreds of Pounds of Explosives
Missing in ABQ"!

In December 2005, residents
of Albuquerque and northwestern
New Mexico were shocked out of
their holiday laissez-faire at the joint
announcement by local, state and
federal public safety agencies that
150 pounds of C-4 plastic explo-
sive, 250 pounds of sheet explosive,
20,000 feet of detonator cord and
2,500 blasting caps had been stolen
from an ATF-approved storage area
on the city’s West Mesa.? In their
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television interview, the local chief of
police and the county sheriff looked
angry. The state director of public
safety and the FBI resident agent-
in-charge looked grim. The director
of the local office of the Bureau of
Alcohol, Tobacco, Firearms and Ex-
plosives (ATF) looked embarrassed.
He should have been. After all, it
had been just 25 months since 350
pounds of ammonium nitrate® were
stolen from the same ATF-approved
storage facility.

How Could They Steal My
Explosives? They Were in
Approved Storage!

Regulations governing the handling,
storage and permits for use of explo-
sives are contained in Title 27, U.S.
Code of Federal Regulations, Chap-
ter II — Bureau of Alcohol, Tobacco,
Firearms and Explosives; Part 555:
“Commerce in Explosives.” Within
that part, Section 555.11 contains
the “Meaning of Terms,” among
which are the following:
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Approved storage faciliry. A place where
explosive materials are stored, consist-
ing of one or more approved magazines,
conforming to the requirements of this
part and covered by a license or permit
issued under this part;

and

Magazine. Any building or structure,
other than an explosives manufacturing
building, used for storage of explosive
material.

C-4 and sheet explosive are
high explosives. They are required
to be stored in either a “Type 1”
magazine — a permanent magazine
for the storage of high explosives
— or a "Type 2” magazine — a
mobile/portable indoor or outdoor
magazine for similar storage.* Con-
struction specifications for both
Type 1 and Type 2 outdoor maga-
zines each contain the following
identical language: “...magazines are
to be bullet-resistant, fire-resistant,
weather-resistant, theft-resistant, and

> Ammonium nitrate, a common ingredient of fertilizer,
becomes a high explosive when mixed with fuel oil, as
demonstrated in the destruction of the Murrah Federal

19, 2005, and Wilham, T.J., “Explosives Theft Probe Cut Back.”
Albuguerque Journal, December 22, 2005.

Building in Oklahoma City in April of 1995.
“Cf. 27CFR555.203.
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ventuateda. - 1ne storage racities rom
which the Albuquerque explosives
were stolen were Type 2 magazines;
they were originally semi-trailers

that had been modified to comply
with requirements that they be im-
mobilized by having their wheels
removed “when unattended.”® Other

than specitying that outdoor maga-
zines be fitted with locks, 27CFR555

has no specifications for security of
high explosives storage sites.

Thus, the explosives storage
site was adjudged compliant by ATF,
although it was secured only by a
barbed-wire fence, a gate secured
by a lock and chain, and warning
signs that advertised “Caution — Ex-
plosives — Keep Out,” an obvious
invitation to anyone with access to a
cutting torch who was in the market
for enough explosives to blow up a
substantial building.

We Were Lucky! —

or, Were We Lucky?

ATF was lucky. The thieves who cut
the locks off the approved magazines
and stole the explosive materials
weren’t the sharpest knives in the
drawer. They apparently had little
idea of the hazards of the stuff they
had stolen. After loading the explo-

sives into a trailer (which was con-
veniently available at the site), they
hooked it up to a stolen pick-up truck
and drove 200 miles to the northwest
corner of the state.

Residents of New Mexico were
lucky. Had the explosives detonated en
route, the explosion would likely have
wiped out everything (and everyone)
within a several hundred yard radius.

The country was lucky. The
thieves weren’t terrorists. Had they
been, they would have possessed
enough high explosives to destroy a
substantial building or its equivalent.

but maybe we re not so Iucky
after all. In 2005, through December
22, 38 storage depots similar to the
one on Albuquerque’s West Mesa had
been burglarized. In 2004, there were
56 incidents of high explosive theft.”
From all appearances, ATF had not
yet absorbed the fact that its regula-
tions did not, and could not, ensure

the public’s safety.

The Fallacy of Mistaking
Managerial Doublespeak

for Action

The U.S. Bureau of Alcohol, Tobacco,
Firearms and Explosives is a branch
of the U.S. Department of Justice.® Its
“Explosives and Arson Strategic Goal”
includes as Objective 2.1:

Enforce the Federal explosives laws in
order to protect the public from criminal
acts and unsafe storage of explosives;

and as Objective 2.2:

Increase compliance with explosives
laws and regulations so that these com-
modities are not used in violent crime.

Most rational persons accept
that explosives are inherently haz-
ardous. The U.S. federal government
has established regulations for com-
merce in explosives, ostensibly for
the purpose of mitigating the trans-
formation of explosives’ inherent
hazards into risks. The ATF example
demonstrates what happens when
regulations are assumed, without
further analysis, to provide solutions
to all possible hazards: those with
blind faith in that assumption actu-
ally increase risks to the public.

Putting Spin on Fecklessness
[ronically, on January 12, 2006, ATF’s
Phoenix Field Office issued a press
release titled, “ATF Arrests Additional
Suspects in Connection with Theft of
New Mexico Explosives” that contin-

> Cf. 27CFR555.207 and 27CFR555.208, respectively. (Emphasis supplied.)

5 Cf 27CFR208(a)(1).

" ATF did not reveal how much explosive material remains at large.

> ATF’s mission statements and regulations may be found on its Web site, www.atf.gov.

’ Featured at www.atf.gov as of January 22, 2006.
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ues: dpecial agents rrom the bureau
of Alcohol, Tobacco, Firearms and Ex-
plosives (ATF) have arrested two more
men in connection with the theft of
400 pounds of explosives from an
ATF explosives licensee,” seemingly
implying that now the public was safe
again.’ [t made no mention that the
licensee’s site had previously been
judged to be fully compliant with
ATF regulations, even the part requir-
ing theft resistance, or that the risk of
theft continued unabated.

Considerations for the System
Safety Community

Were the hazards of deliberate at-
tempts to penetrate the integrity of
ATF’s approved storage facilities sub-
jected to system safety-type analysis?
We don’t know, but the evidence
indicates that it’s unlikely. Analyses
of several deliberate attempts at de-
struction reveal that they appear not
to have been subject to prior system
safety hazard or risk analyses, despite
foreseeable threats of deliberate harm
since September 11, 2001. We believe
that creative application of system
safety principles can contribute sub-
stantially to improving not only the
safety, but also the security of people
and property. All events that threaten
expectancies of safety and security
should be analyzed critically. By un-
covering the decisions that facilitate
undesired outcomes, whether acci-
dental or deliberate, we can develop
protocols for avoiding them.

To test the perceptibility of po-
tential risks in the foregoing example,
photos of “Caution — Explosives
— Keep Out” signs were shown to an
eight-year-old grandson, who was
asked if he thought they’d be an ef-
fective security device for keeping
out thieves. His unequivocal response
was, “DUH!” We're quite certain that
a competent system safety analyst
would reach the same conclusion, and
revise the regulation to make it consis-
tent with its intent.

Expanding the causation side
of the equation to include deliber-
ate acts should not present a hurdle
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to applying traditional system safety methodologies.
What will change is the traditional practice of converting
those concepts into probabilistic assessments. The usual
“risk matrix” charts Probability vs., Severity.!® When the
causal action is deliberate, probability becomes P=1, and
the entire risk matrix moves into the “red zone.” All the
more reason for bringing traditional system safety tech-
niques to bear.

At least one additional dimension always influences
the risk-management decision: cost, usually cast in terms
of a ratio between the expenses of mitigation and the an-
ticipated benetits. In the case of deliberate action, the per-
petrators’ objective is total system destruction. Successful
intervention thus increases the returned benefit substan-
tiaﬂy. Preventing potential collateral losses are even greater
benefits, all for the same price.

What Lessons Have Been Learned?

As far as we know, or can determine from the ATF Web
site, there have been no changes proposed to 27CFR555
that would improve the security requirements at high
explosives storage sites. But Albuquerque’s mayor isn't
waiting around. Criticizing “woetully deficient” security,

he cited the fact that the facility was “...in full compliance
with federal regulations for securing those types of explo-
sives. Therein lies the problem.”"! He has been joined by
Albuquerque’s elected Congressional representative and
New Mexico’s two senators.

ATF seems to have recognized explosives theft as a
threat; its regulations require “theft-resistant” storage, yet
it has neglected to establish any provisions for security
against theft.!>? We suggest that lesson number one for ATF
is to analyze its regulations to ensure that they support its
objectives realistically. Effective anticipation of deliberate
acts of destruction requires a two-edged sword: realistic
policies and procedures, and continuing analyses to ensure
that they do the job for which they are intended.

Is ATF stafted with specialists knowledgeable enough
in system safety practices and methodologies to mitigate
the hazards of deliberate attempts at destruction? If so, are
they imaginative enough to consider that ATF’s own regu-
lations are major contributors to risk? We don’t know the
answers, but we believe that diligent application of system
safety principles can assist those who should be held ac-
countable to focus on their responsibilities, rather than on
excuses for neglecting them.®

10 See, e.g., articles by Oliva and Yau, and Clemens and Swallom, in JSS Vol. 41 No. 6, Nov.-Dec. 2005.
' Ludwick, Jim, “Mayor: Make Explosives Security Rules Tougher.” Albuguerque Journal, December 22, 2005.
' We can imagine the bureaucratic argument that “theft-resistant” does not equal “theft-proof” to which we would respond,

“Why not?”



